Digital protection checklist.

Considering how many ways there are for Identity thieves to target
consumers online, it’s essential to make sure you have all your bases covered.

Invest in a reliable password manager

Use PINs and complex passphrases with symbols replacing some characters
on all of your mobile devices

Set up two-factor authentication on sensitive accounts

Create a safe word for family and work to protect against deepfake scams

Review shared entertainment accounts and consider separate login credentials
Sign up for e-statements from financial institutions, utility companies, and creditors
Unsubscribe from irrelevant marketing emails

Be wary of unexpected requests for urgent action, such as demands
for payment or account details

Review your data-sharing agreements with all organizations and social media sites
with which you do business

Sign up for a trusted credit monitoring service

Learn how to identify account spoofing

Keep your computer operating system and software up-to-date
Keep your anti-virus software up to date

Consider using a secure VPN connection

Add physical security to your mailbox
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Make a habit of checking for card skimmers

We are here to help keep your accounts safe. ‘

At OnPoint, we take your account security seriously. Please be aware, OnPoint will
never ask for sensitive information via phone, email or text. This includes requests On POl nt
for passwords, secure access codes, PIN or credit/debit card 3-digit codes. COMMUNITY CREDIT UNION
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For more information, please visit onpointcu.com/security.

Download the FREE OnPoint Guide to onpointcu.com
Personal Cybersecurity and learn how 800.228.7077 | 503.228.7077

to protect yourself from cybercrime. Federally insured by NCUA.
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